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Cybersecurity Risks and Liabilities for Employers, Retirement Plan Sponsors and
Fiduciaries
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AND THEANNA SEDLOCK

Introduction

M any employers historically were only concerned
with privacy and security for health plans under
the privacy regulations issued under the Health

Insurance Portability and Accountability Act of 1996
(‘‘HIPAA’’) and State laws; however, there are other
references to protecting participant information in
ERISA and employee information that should not be
overlooked. Data security experts consistently state
that it is not ‘‘if’’ a breach will occur, but ‘‘when.’’ Em-
ployers send employee data to vendors for many
purposes—payroll, leave management, disability man-
agement and retirement plan administration and record
keeping.

While there are cybersecurity insurance policies, they
are expensive and the terms and coverage must be care-
fully reviewed to determine what is covered because not
every loss may be covered. A breach may trigger costs
including state law penalties, costs related to breach no-
tifications, post-breach employee protection, regulatory

compliance and fines, public/employee relations/crisis
communications, attorneys’ fees and litigation costs, cy-
bersecurity improvement costs, technical investiga-
tions, increased insurance premiums, increased financ-
ing costs due to the impact on profits, public relations
image costs, operational disruption, impact on and
losses in employee relations, devaluation of business
reputation and loss of intellectual property.

Some plan fiduciaries commonly use electronic dis-
closure to fulfill responsibilities and may place the plan
fiduciaries at risk for ERISA non-compliance, potential
penalties and ERISA fiduciary exposure. Electronic dis-
tribution of plan information to participants and benefi-
ciaries is utilized by many plan administrators to save
the cost of copying and distribution. The requirements
applicable for electronic distribution must be satisfied
to utilize it.

ERISA, Electronic Delivery and Cybersecurity
The information an employer provides to a record

keeper for a retirement plan may not be subject to
HIPAA privacy and security, but it is still prudent to
protect that participant personal information as it often
contains sufficient information for someone to steal a
participant’s identity. The data and information pro-
vided to a retirement plan record keeper or to a vendor
for payroll or leave management often includes name,
date of birth, address, Social Security number, informa-
tion about compensation and other information.

While there is no regulatory scheme protecting the
personal data provided to retirement plans, such as in
the European Union or under HIPAA privacy and secu-
rity for health plans, under federal law, that does not
mean there is no obligation to keep the personal infor-
mation secure. There is a protection requirement under
ERISA, if a Plan Sponsor utilizes electronic methods of
distribution of plan information. If a plan wants to dis-
close information through electronic media under the
DoL regulation § 2520.104b-1(c), it must ensure that the
electronic system used for furnishing the documents re-
sults in (i) actual receipt of the transmitted information,
(ii) it protects the confidentiality of personal informa-
tion relating to the individual’s accounts and benefits
(e.g., incorporating into the system measures designed
to preclude unauthorized receipt of or access to such in-
formation by individual other than the individual for
whom the information is intended). . .
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While this is in reference to the system used to fur-
nish the documents electronically, in some circum-
stances this may apply to the outside retirement plan re-
cord keeper and also to the employer’s own information
system. The extent that such requirement imposes an
obligation to protect the personal data of the partici-
pants and beneficiaries of a retirement plan has not
been defined in regulations or other guidance issued by
the U.S. Department of Labor (‘‘DoL’’). It does not re-
quire much creativity to see how failure to ensure ad-
equate security of the participants’ personal data might
be used to claim a failure to provide a required disclo-
sure and then the plan fiduciary may face an issue.

Potential Consequences—Participant
Directed Investments

However, in EBSA Technical Release No. 2011-03
dealing with a secure continuously available website
used to communicate the information about the
participant-directed investment alternatives under the
retirement plan, the DoL explicitly included as one of
the conditions for utilizing the electronic media disclo-
sure that ‘‘The plan administrator takes appropriate
and necessary measures reasonably calculated to en-
sure that the electronic delivery system protects the
confidentiality of personal information.’’

In order for a plan to be an ERISA 404(c) participant-
directed investment plan, the plan must provide an op-
portunity for a participant or beneficiary to exercise
control over assets in her account, and must provide the
participant or beneficiary an opportunity to choose,
from a broad range of investment alternatives, the man-
ner in which to invest the assets of his account. A par-
ticipant has the opportunity to exercise control only if:
(i) under the terms of the plan the participant or benefi-
ciary has a reasonable opportunity to give investment
instructions. . ., and (2) the participant or beneficiary is
provided or has the opportunity to obtain sufficient in-
formation to make an informed decision among the
available investment alternatives. Thus, it is important
that the investment information is provided in compli-
ance with the electronic distribution requirements in or-
der for the plan to provide sufficient information to
meet the regulatory definition to be an ERISA § 404(c)
plan.

For a plan that provides for participant direction of
investments, it must meet certain disclosure require-
ments. The information disclosed must include general
plan rights, information on administrative expenses, in-
dividual expenses (including disclosures on quarterly
benefit statements) and certain disclosures made on or
before the first investment. There also must be signifi-
cant disclosures related to the investment alternatives,
performance data, fees, expenses and restrictions and
there must be a website providing information on in-
vestments and information must be presented in a com-
parative format.

However, if there is a failure to keep participant in-
formation protected and secure that results in a failure
to comply with the electronic disclosure requirements,
this may impact a number of DoL required disclosures.
If the electronic disclosure requirements are not met
and the participants do not receive the plan investment
information in another manner, then the participants
have not been provided the investment alternative in-

formation necessary for the plan fiduciaries to obtain
the Fiduciary Relief potentially available to an ERISA
§ 404(c) plan. While merely failing to disclose the infor-
mation required to qualify carries no civil monetary
penalty consequences; it does have consequences as to
whether the plan fiduciary obtains the ERISA § 404(c)
relief. The plan fiduciaries could lose the ERISA
§ 404(c) protection if the information is provided solely
via electronic disclosure and the participants’ informa-
tion is disclosed via a breach or hack. The participants
may have received the information, but they would still
have an argument that the plan sponsor’s delivery of
the plan or investment information was not correctly
disclosed under ERISA because the electronic disclo-
sure failed to comply with all of the requirements be-
cause it failed to protect the confidentiality of the par-
ticipants’ private information. This means the plan fidu-
ciary may be potentially liable for participants’
investment decisions.

Consequences—SOX—Blackout Notices
If the plan was required to provide blackout notices

under ERISA § 101(i) or the mandatory notice of the
right to diversify employer stock under ERISA
§ 101(m), the failure to provide these notices is subject
to a civil monetary penalty of $131 per participant per
day.

More ERISA Regulations to Come?
The 2016 ERISA Advisory Council report, issued in

January 2017, on cybersecurity was focused on provid-
ing useful information to plan sponsors, fiduciaries and
plan service providers. Plan sponsors and fiduciaries
are told in the report that they should consider cyberse-
curity in safe-guarding benefit plan data and assets and
when making decisions to select or retain a service pro-
vider. It is a report; so it is not a regulation or law, but
merely recommendations based on the hearings held by
the ERISA Advisory Council.

In administration of payroll, leave management, dis-
ability management, and in retirement plan administra-
tion, there are often multiple service providers receiv-
ing personally identifiable information (‘‘PII’’) for the
employer or its plan and while some financial service
organizations are subject to extensive regulation, there
may be many service points for a retirement plan or an
employer that are not regulated, resulting in a retire-
ment plan’s PII being vulnerable. Employers as well as
plan fiduciaries deal with PII and should be equally con-
cerned with having an appropriate cybersecurity man-
agement program.

The report concludes that based on the type of plan,
its resources and to the extent the plan is bearing some
or all of the costs of developing and implementing a cy-
bersecurity risk management program, plan fiduciaries
will need to determine the balance of preventive mea-
sures relative to the probability of the threat, the loss
exposure, and the cost of protective action. This chal-
lenge suggests that a scalable, individualized cyber risk
assessment strategy is the prudent starting point.

A cybersecurity risk management program would in-
clude prioritizing the program and its scope within the
entity, orienting the scope within the entity, developing
a current profile of the entity’s current cybersecurity
status, conduct a risk assessment, analyze gaps and
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implement an action plan that would include training
personnel on cybersecurity policies and procedures, as
frequently the greatest risk to cybersecurity is the hu-
man element.

Accounting Requirements
The AICPA issued in its Employee Benefit Plan Audit

Quality Alert #365 that the plan sponsors are respon-
sible for implementing processes and controls for a
plan’s systems, including mandating third-party service
providers to secure and to restrict access to the plan’s
data. When plan administration services are out-
sourced, the plan administrator responsibility is to pro-
tect the security of the plan’s records extended to the
service provider’s systems in order for the audit re-
quirements to be met to obtain a clean audit report.

Employers, when contracting for services, may want
to inquire about how accountants view the processes of
the potential vendor as audits were developed to review
these processes. The AICPA assesses internal controls
and can produce a Service Organization Control Report
(‘‘SOC’’) at one of two levels. A SOC 1 report is a report
on controls at a service organization relevant to user en-
tities’ internal control over financial reporting and is
specifically intended to meet the needs of the entities
that use the service organizations and the CPAs that au-
dit the user entities’ financial statements by evaluating
the effect of the internal controls. A SOC 2 report is a
report on controls at a service organization relevant to
security, availability, processing integrity, confidential-
ity or privacy and this is the report on the security of the
systems and the ability of the service provider’s systems
to protect the data and confidentiality of the parties
who utilize the service provider, such as a plan utilizing
a record keeper.

Employers and plan fiduciaries considering vendors
may want to inquire whether the vendor has a SOC 2
report, as this is a more extensive report on the ven-
dor’s system and its security protections. Another type
of report is an ISAE 3402 report generated from an In-
ternational Standard on Assurance Engagement. This is
an international accounting standard audit and reports
on the audit of an entity that provides services to user
entities and such services are likely to be relevant to
user entities’ internal control as it relates to financial re-
porting. This type of engagement and report looks at
whether the service organization’s controls operate as
described or whether its controls with respect to its ser-
vices to other entities that are relevant to such other en-
tities’ financial reporting provide appropriate controls.
The audit reviews the system, its design and controls,
the effectiveness of such controls in protecting the in-
tegrity of the process and data, and its internal audit
function.

Potential Labor and Employment Law Issues
The loss of sensitive personal information belonging

to employees should be of significant concern to em-
ployers. While protection of personal information has
lagged behind technology, employers should take pre-
cautions to protect their employees and avoid potential
enforcement actions by governmental agencies, or civil
claims brought under common law or various state stat-
utes.

Recently, seven complaints were filed against Sony
and consolidated into a single class action related to the
hack Sony suffered in 2015 exposing its emails and
personally-identifiable information of its employees in-
cluding Social Security numbers, birthdates, home ad-
dresses, salaries, and medical records. Anthem also
faced a class-action lawsuit after it suffered a hack into
its own employees’ information. Given these examples
of common law claims brought against employers, it
would be prudent to ensure that adequate security mea-
sures are in place to protect confidential employee in-
formation.

However, the Pennsylvania Supreme Court recently
found that an employer did not have a duty to manage
its computer systems to safeguard sensitive personal in-
formation collected from its employees. The data had
been maintained on an internet-accessible computer
system and in a data breach, the names, birth dates, So-
cial Security numbers, tax information, addresses, sala-
ries and bank information of approximately 62,000 cur-
rent and former employees was accessed and stolen.
The court held, ‘‘[w]e find it unnecessary to require em-
ployers to incur potentially significant costs to increase
security measures when there is no true way to prevent
data breaches altogether.’’ While this is one state
court’s position, it is not consistent with other legal
trends.

Social Security numbers are commonly part of the
data provided to a retirement plan record keeper or to
other human resources vendors. Several states impose
a statutory duty on employers to protect the privacy of
employees’ Social Security numbers. These statutes af-
fect how employers process and use pay-related docu-
ments and reporting to record keepers for retirement
plans. In Texas, for example, employers are generally
prohibited from printing Social Security numbers on
any materials sent by mail, including paychecks sent by
mail. The law provides a ‘‘safe harbor’’ if certain condi-
tions are met.

In addition, various states require employers to notify
employees of any data breach that compromises per-
sonal information. For example, Texas Business &
Commerce Code § 521.053 requires a business that
loses sensitive personal information through hacking or
other means of unauthorized acquisition to promptly
notify victims of the security breach. The Texas Work-
force Commission, noting the dangers associated with
the loss of sensitive personal information of employees,
has taken the position that the statute applies to the
employer-employee relationship.

Many state laws include private rights of action for
disclosure of personal or private information. In addi-
tion to state privacy laws, we operate in a global
economy and employees frequently transfer and work
in different countries. Inbound employees’ (inpats) per-
sonal information is frequently subject to the protection
of laws in their country of origin and their personal in-
formation has other legal protections and potential vio-
lations of the privacy of such information may trigger
other consequences and rights. With an increasingly
global and mobile workforce, employers may need to
consider whether there may be data transferred inter-
nationally with respect to certain employees and
whether there may be laws beyond the U.S. laws that
apply. Employers need to be mindful of the potential
application of the laws of other jurisdictions if they have
employees and vendors transferring data in and out of
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jurisdictions that are part of the EU or other jurisdic-
tions with similar laws.

Other Regulation
The Federal Trade Commission has been regulating

cybersecurity under Section 5 of the Federal Trade
Commission Act, which prohibits deceptive business
practices in commerce. The Federal Trade Commission
is charged with protecting consumers, including pro-
tecting individual consumers from identity theft. The
FTC may file lawsuits against businesses to enforce
privacy- and security-related promises and to challenge
business practices that cause substantial consumer
harm as part of its enforcement of the statutory prohi-
bition on unfair and deceptive trade practices.

Cybersecurity Insurance
As the cyber world and markets evolve, new insur-

ance developed to protect against new risks in the
e-world. Employers should inquire about vendor cyber-
security efforts and cybersecurity insurance and what it
covers.

Summary
Security should be a consideration for every em-

ployer and retirement plan fiduciary.
If those are not sufficient reasons, the National Secu-

rity Agency’s list of software flaws that might permit
hacks was mysteriously released in mid-August 2016
and reportedly places many large companies’ IT sys-
tems at risk. So a new road map for hackers is out. Are
you ready?

Cybersecurity Considerations in Selecting
Service Providers—Due Diligence

1. Does the service provider have a comprehensive
and understandable cybersecurity program?

2. Does the service provider have a SOC 2 report? Or
an ISAE 3402 report?

3. What are the elements of the vendor’s cybersecu-
rity program?

4. How will the data be maintained and protected?
5. Will the data be encrypted when it is at rest? In

transit? On devices?
6. Will the service provider assume liability for

breaches? What are its breach procedures?
7. Is the encryption of data automated or manual?
8. Will the vendor assume liability for breaches?
9. Is there a limitation on the vendor’s liability?
10. Will the vendor stipulate to permitted uses and re-

strictions on data use? Will it educate its personnel on
such limits?

11. What are the vendor’s procedures for notifying
the employer of a breach of vendor’s system? Are these
procedures satisfactory?

12. Will the vendor provide regular reports on its se-
curity risk analysis results?

13. Will the vendor provide reports on its security
monitoring?

14. When does the vendor train its personnel and
contractors on security and how frequently is the train-
ing required?

15. If the vendor does not have a SOC2 report, does it
subject itself to other external reviews or does it have
an external certification?

16. What level or type of cybersecurity coverage does
the vendor maintain?

17. Does the cybersecurity insurance provide ‘‘first
party’’ or ‘‘third party’’ coverage?

18. What level of financial and fraud coverage is
provided?

19. Does the vendor use subcontractors? Will the ven-
dor require the subcontractor to comply with all of the
specifications of this agreement? If not, what security
protections are provided in the subcontractor
agreements?

20. What controls does the vendor have over its as-
sets, including after assets are retired or taken out of
service? (e.g., are hard drives of laptops wiped clean of
all contents when retired?)

21. What are the vendor’s hiring practices, e.g. back-
ground checks?
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